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“Dance like nobody is watching,

Sing like you’re alone in the shower,
Engineer like you’re a passenger
hurtling though space in a speeding
tube of death that you designed-”

Law of Douglass # 155
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Agile Practices

Project

| Refactori
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Agile Practices

Create and apply
test cases as you
develop the product,
not after the fact

4+ InternetoiThings

est-Driver

| Refactori
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Agile Practices

est-Driver

| Refactori

Continuously verify
the correctness of
your engineering
data

5 Internet Thing‘s © 2018 IBM Corporation



-
~

| a ||

l||"|
i

lIn

. ||

T

@

@

\

IBM Analytics

Agile Practices

Ensure work
products have the
right form and
content

| Refactori

6 Internet Thing‘s © 2018 IBM Corporation
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Agile Practices

Continuously
integrate work
product components
to ensure on-going
consistency

7 InternetoiThings

est-Driver

| Refactori
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Agile Practices

Measure progress
against plan

| Refactori
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Agile Practices

ContinuousB A tifact
erificati tande

Measure Project

Constantly measure | ' BackIc
your progress against 5 stakehold

goals and objectives
with metrics, such as

Short

Velocity

Deviation from plan
Burn down rate
Remaining risk
Defect rate iond piannir ' Reduce
Defects remaining Rk
Requirements churn
Test coverage

s InternetoiThings
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Agile Practices

Plan to the best of
your information, but
plan to replan as
you learn more
about the product
and project

10 Interneto:Things

ContinuousMArtifact

Measure erifica tande

Short

Meeti

Dynami
Plannin

Project
Backlo

Reduce
Risk

© 2018 IBM Corporation
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Agile Practices

Develop the work
products in small
increments verifying
their correctness as
you go

| Refactori
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Agile Practices

Increments should
be small in degree
of change and short
in duration

est-Driver

| Refactori
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Agile Practices

ContinuousBAtifact
erificati tande

Measure Project

Short Backla

Be clear on what it means
to have successfully and
fully reached the | ¢ ! -m
objectives of the task or <ET Risk
increment and verify that
you have done so

13 Interneto:Things
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Agile Practices

|dentify risk to
success, plan spikes
to address them,
and execute them
within the
Increments

| Refactori

14 Internet Thing‘s © 2018 IBM Corporation
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Agile Practices

Incremental development |
is predicated on the idea W), ContinuouslAritact

that change is growth | Measuie ENCARISandald |
and refactoring is Short ( BackIC
reorganization as more ), Stakehold

information becomes

known

| Refactor’

. Continuo
ntegratic

Continug 5
ntegratic - . Reduce

15 Interneto:Things
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Agile Practices

Incrementally
validate the product
with the stakeholder
to ensure it meets
their needs

est-Driver

| Refactori
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Agile Practices

17 Interneto:Things

ContinuouSMArtifact

erificati -
Measure tana

Short

Meeti

Dynami
Plannin

Project
Backlo

Reduce
Risk

Maintain and burn
down a prioritized
list of things to do,
including features to
incorporate, design
to include, and risks
to reduce

© 2018 IBM Corporation
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Agile Practices

Use Cases or User
Stories aid in the
capture and analysis

of requirements
est-Driver

| Refactori
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Agile Practices

19 Interneto:Things

| Refactori

Each day, have a
short meeting in
which team
members identify
where they are and
their “blockers”

© 2018 IBM Corporation
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Common Systems Work Products

= Requirements

— Stakeholder

— System

— Subsystem

— Engineering Specific: Software, Electronics, Mechanical, Pneumatics, Hydraulic, ...
= Architecture

— Functional

— Logical

— Physical

— Trade studies
» Interfaces

— System — Actor

— Subsystem — Subsystem

— Interdisciplinary (e.g. software — electronics)
» Dependability analysis & specifications

— Safety

— Reliability

— Security

= Trace matrices

20 Internet Thing‘s © 2018 IBM Corporation
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What do we mean by “verification & validation” of work products?

p

Semantic Verification

«  ‘“correct” (compliance in meaning)
Performed by engineering personnel
Three basic techniques

+ Semantic review (subject matter expert & peer) —

most common, weakest means
+ Testing
impossible to fully verify

-+ Formal methods — strongest but hard to do and

subject to invariant violation

— requires executability of work products,

Y

— “well-formed” (compliance in form)

Performed by quality assurance personnel
Audits — work tasks are performed as per plan
and guidelines
Syntactic review — work products conform to
standard for organization, structure and format /

21 InternetoiThings

| Validation l

*  “meets the stakeholder need”
Performed by customer + engineering
Some common techniques

most common, weakest
* Simulation — show simulated input = outputs
+ Sandbox — exploratory usage in constrained
environment

+ Deployment — early usage of system of partial
\ capability

* Review — (subject matter expert & customer) —

* Flight test — demonstration of system capabilities

jation
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Putting the Agile in Agile Model-Based Systems Engineering

Continuo
erificati

Artifact
tan

22 Internet Things © 2018 IBM Corporation
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Modeling is Essential for Agile MBSE

= Models:

— Answer questions

— Faithfully, precisely, and completely address the purpose and scope of the model
— Trace to both source and subsequent work products
— Support autogeneration of subsequent work products, when applicable:

Architecture Notebook

Interface Specifications (e.g. ICD)
Trace matrices

Test plans and test cases

Project process work and objectives

— Provide the ability to verify the correctness, accuracy, precision, and completeness of

engineering data

23 Internet Th

All useful models are
falsifiable

Bruce Powel Douglass

© 2018 IBM Corporation
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Common SysML Views for Systems Engineering

Anesihesia System @)

ﬁ\

= Diagrams
Use case diagram

Block Diagram

 Block Definition Diagram
* Internal Block Diagram

Activity Diagram
Sequence Diagram
State Diagram
Parametric Diagram
» Tables

— Requirements Table

— Allocation Table

— Trace Table
= Matrices (traceability)

— Requirements

~ @E0S

eviumben’ evNumber] TEIEITEY o evMunGp_| p—2E0S pq  EARLY_EOS

H . H reduceUnary(y Par: *Expressinn

—_ f— DONE
evRightParen/ ParsingTerm
euLefParen/ reduce SubExpr();
DUSN (BArAMS->0P) a4 ddOpI evAddOp/ e D)
H H H Bush Unayoarams->op) pey— reduce(); P P
— Requirements — Requirements Trace Matrix [ oy sttumoet
alue);
reduceUnan);
=0E]
reduce(); eviuItOp! evRightParen/
m 9 eumber .
Syste Stakeholder :;‘:,‘mﬁawﬁ;w@mum) pushparams|>valuey, PUS"Params>oPk evAddOpT reduce SUDEXpIO;
DS " | reduceUnany; pushUnayparams=op) Y
Felear() evtiuttop reduceFaton) o SR
itsStimulatof->GE N(evE onf); ey evAddOp!
upsysiem system e
[ Bl 2/E0S [

e E0Y
eWiultop! reduce!
push(params-=op) dis piayResuny;

ewefParen/ onix
WRONGTOKEN push (params->0p)
DONE
evBadParen ERiikeI
EARLY_EOS.
WRONGTOKEN
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Requirements Diagram
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Integrated Safety and Reliability Analysis

Fault Tree Analysis
(FTA) connects
hazards with logical
combinations of
events, conditions,
errors, and faults

Allows you to identify

Effects of
combinations of
conditions and
events on safety

Safety measures
Safety requirements

Impacts of
architectural,
technological, and
design choices on
safety

UML Dependability Profile

«NormalEvent»

«Transfer»

A

Gas Flow Problem_T

| | BASIC
SRR X Qé _____ U FAULT

«Hazard»

Hypdxia «UndevelopedFault»

Physician unable to
manually ventilate

¢ «BasicFault»

Failure to Alarm

aTrans{fer» «ResultingCondition»

7= ‘
| %
- @ )

02 Coacen{&ion Vli"roblem

Connection Problem_T

|
l
|
l

A |
|
|

«UndevelipedFault» ‘UﬂdeVElipedFaum

I
BASIC
FAULT
Breathing Circuit O2 Sensor Sp02 Sensor Fault

02 Supply Fault

«BasidFault»
Fault

http://merlinscave.info/Merlins Cave/Models/Entries/2017/3/3 Dependability Analysis Profile.html

25 InternetoiThings
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Model-Based Threat Analysis

» Security Analysis Diagram
(SAD) is like a Fault Tree
Analysis (FTA) but for security,
rather than safety

— It looks for the logical
relation between assets,
vulnerabilities, attacks, and
security violations

— Permits reasoning about
security

 What kind?
« How much?
* Risk assessments

» Cost of security
penetration

» Adequacy of
countermeasures

 Who has access to
assets

26 InternetoiThings

«C «C

encryption on
comnunications

«Vulnerpbility»

Modication of
configuration via fal
message

«Threat»

Spoofing Attack

«SecurityViolation»

Wireless System
Access

«Countergcts»

«Countermeasure»

€ Mg felse]
< decision ih

[ Email recenved with l
2ip
and executable files |

[Blocking SW installed]

“Countermeasure_Behaviors

. v
dors | [securty tool bocks zip sttachment] _~ «Countermeasure_Behavars |

[ User's nofied o secumy |
| Action 5

felse]

L 4 <
Email delivered with
zip attachment only

J

- Jattack signature found] [ <Co o 7
w [Zip fie 15 quarantined 1

[else]

Y =
«Countermeasure_Behaniors

| Securty toof scans zip B for

\ attack smmT

User s notied of securty
Action

"Emad delnered with

both zip and
executable Sla

f ‘«Delwverys
Executable runs

e —

nstallations
Key Logger installed

[ Rocomassances |

J

to h

Threat Analysis Table

acker

( cActionsOnObjectives cActionsOnObgectives | «Exploitations ] { <CommandAndControls
Boys Lexus wih Attacker steals credit card t Attacker logs i with stolen i Keylogger repons keystrokes
data password s

Keylogger stores user
kevstrokes

Assct value Is e vake of the assct i be prolecicd (1-very iow, 10-very high)
Likeliood b5 S probabilty of the amack (1=-very iow. 10-cerar

Feeprodudibity refons [ how casy | 15 I FEproduce (he amack (Tor cxample, 4005 § Oopend on Bming or othar circLmsianc

==7) (1-hard, 10 = wery sasy
Expioianity resers Io how easy i is 1o [aunch the afiack (1=very sasy_ 1 0=usny hasd)
Sroadih is the a measuns of e cxicnt of ihe afack. How widcspread 1 it o how many sysicens 2 afocbodT (1-Tow, 10-very many)
Discoverabilty s how easy i 1 fo Tmrery 10=uery han
Threat Pricey i5 he product of T above vakios and 15 used 10 PACFEZE the SEats for COUNIEFMEAsUre: =
Thess are In ®e range of 1 10
Lielinood | Reproguc- Discover
Asset Wuinerability Threat Wector | Asset value| of attack by Explattabiity Breadtn | abimy Threat Pricrity| Courtermeasure
wout
Fasent Demo.- walidation
graphic Data | Access via Ememes | weak 4 7 El 4 1 £l marz2 Internal encryption
Auso-sxscution .
Access via USE LD B 4 7 £l 3 1 B L Internal encryotion
cosss via pack =t | Meszages s=nt
nooping s piain teat 4 7 £l 8 1 o 10000 encryptian
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Auto-generation of summary documentation from models

To: Class, Safety Scope: D

B AlarmManager | B GasFlowsensor ‘ B Pump | B PressureSensor | b spo2sen Fa i | u re M Od e a nd Effects A na |ySiS

<> Ventilator C(< |

-
=3

=3

3 | < Gas Supply Fault

g <> Ventilator Pump Fault *y) Pump ey —
% <> Ventilator Parameter Setfing wrona.

= % To: Class, Safety

=

S

3

’g wolq

<> Power Supq
1

Documents are generated automatically from
engineering work in models

Existing Comtrel Mea sures
Likalibood

R rpornibie

!

Savrity
L2

‘Added
INTERFACE CONTR ——— ——
AT i 2.1 Iubricating Ioe ubrication 2 3 120

Subsystem: Braking Management Subsystem Usc three aacatwe

“ﬂi"ﬂ’;:;ge Typical auto-generated documentation includes &= = (_|=.| | .| .

age .
Range: 0.. 100N n imanfioring of

Accurscy:£0.05 N EAN bus Mone nfa
Return value: none

Rate: 5 ms Upaatz

R Hazard Analysis S I P

Interface: iBrakingCommands
Service: EnableBrakingAugmentation

= FMEA / FMECA SIS -
i Cyberphysical threat analysis table -

- Interface Control Document il L L Ll
Design Description

Worst Case Response Time: 2ms

Rate: no faster than 2/s
Worst Cast Response Time: 1000 ms

1.00E- 8.00E-
Asset value |s e vake of the asset 1o be prolecied (1=very low, 10=va inuies 02 8 02 3
Likelhood is e probabliity of the aftack (1=very low, 10=certain).
Reproducibility refers o how easy R is i reproduce the aRack (lor cxampie, does i depend on age the lungs. millisecond 1.00E+0 3.00E+0
This is an especially severe trauma, 200 | s 4 4 4 3
ExplaRabilly refers i how easy R Is o launch the attack {1=very sasy, 10=very hard) speed | MSFIRS e nial possibly faial, to neonates.
| o e neettcrun Sonoontand r—————J
Breacih s the ameasure of the exient of he asack_ How widespread 15 It or how many Systems are afiected | [ g B8 TR Hyneroxia problems are usually limited 1.00E+0 4.00E+0
= 1 Skt to neonates, where it can cause 10 | minutes 5 4 5 4
s how easy Is R for cutsiders & find out aboul and expioll the wencrablity (1—very casy, 10-ver) o e o
o B blindness.
Threat Pricety s the product of e above values and Is used 10 pioeRze the Fneats for countermeasures. e poraECy”
|} oA heschuder 3 Inadequate anesthesia leads to patient
Thess arein o Brngies B8y toeiplogos [ . discomfort and memory retention of the
EcU (3 ] shscnmgract Imeos BN AN surgical procedures. This is normally 1.00E+0 2.00E+0
Likzlihocd | Reproduct- | notlife threatening but can be severely § | minutes 4 2 4 2
Asset vaneraoimy | Toreat vector | asset vae| oramacx | wmy Explota : discomforting.
1.00E+0 4 00E+0
wput 3 | minutes 3 4 3 4
Fafient Deme. valkdatian Over anesthesia can lead to death.
oraphic Data | Access via Ememet | weak 4 7 B s
Anesthesia leak can lead to short or, in 1.00E+0 4 00E+0
Accmsswausa | Sieemben] g 7 3 3 smaller doses, to long-term poisoning 10 | minutes 5 5 5 5
of medical staff.
Access via packet Messages sent
=nooping I péasin text 4 T ] ]
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So What IS a Model then?

Models have scope

(. c )

Modeling is the development of Models have purpose
a semantically correct set of
engineering data of relevant
systems and their properties Models have accuracy

/

\_

Models have fidelity

Models have views (e.g. diagrams)

Diagrams show subsets of eng. data Models are falsifiable

Diagrams have singular purpose .
J J il Models are verifiable

Diagrams support specific reasoning iInterconnected data!

Diagrams answer questions
{Models are J

28 Internet Things © 2018 IBM Corporation
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Harmony Agile MBSE Delivery Process

Method Composer

B, s 2~ 0 Search this Site: E
~ Team (IBM)
Welcome to the Rational Harmony Agile Model-Based Systems Engineering
g ‘*i,':ﬁ:d::_g‘:sz:‘g’":é:am°" Welcome to the Rational Harmony Agile Model-Based Systems Engineering o EE| &
® 8 Ge;ting Sta.rted o The Rational Harmony Agile Model-Based Systems Engineering (aMBSE) process is a delivery process for the development of systems engineering data and work product
% % Delivery Processes using both model-based systems techniques with UML and SysML but is at the same time agile and incorporates agile practices for improved quality and engineering

Py efficiency.
[+] P Practices Y

[+ {5 Roles Sets

[+ Tasks

[+] |2 Work Products
= @ Guidance Harmony aMBSE

[# "% Tools Agile Model-Based Systems Engineering Daily
[+ “Release Info — Meeting

= Main Description

Nanocycle
(Hour)

Iteration
(Month)

Stakeholder
Requests

Md

Iteration Iteration
Backlog Retrospective

With the initial release of the UML in 1995, systems engineers had a standard language in which they could express requirements, architectures, designs, and other kinds of engineering
data. However, there was widespread belief that the Unified Modeling Language (UML) itself was too “software oriented” for general use in systems engineering which led to the
development and release of the Systems Modeling Language (SysML). UML and SysML provide a number of key advantages for the development of system engineering data:

* Precision of engineering data

« Data consistency across work products and engineering activities
* A common source for engineering truth

* Improved visualization and comprehension of engineering data

» Ease of integration of disparate engineering data

* Improved management and maintenance of engineering data

29 Internet Things © 2018 IBM Corporation
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Harmony aMBSE Practices: Incremental Development

Harmony aMBSE Delivery Process

g
O [‘)] [more regs] [done]
o “‘_—_ 2 —————
. > 2 Define Stakehoider
Initiate Project Requirements

(75
System Requirements
Definition and Analysis

4

TR
s
Handoff to Downstream

Engineering

[ready for hand off]
[else]

s
o
Perform teration Retrospective

b

y
[=] _J
| S
Architectural Analysis

R

i |-l
. =

Architectural Design

/

Control Project

o

EeaE
L5

Qualty Assurance Audit

30 InternetoiThings

> 5

Manage Change

~

The Harmony
Microcycle
defines one

increment cycle,

normally 1-4

| weeks in duration
N

© 2018 IBM Corporation
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Test-Driven Development for MBSE Work Products

» The principle behind TDD is to develop and apply test cases as you develop
a system to demonstrate that it is correct

— This is done in parallel with the system development and not ex post facto
— This is about defect avoidance not so much defect identification and repair

= TDD applies to the development of complex system use case, architecture and design
models

EChlBuildail |L

m
=
<

fntialze ()
Ped
‘ M(STARTUP_TM)

anagingTraffic |
m(SEC_YEL

| tm{PRIMARY_RED_TH) RedRed1
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I
|
|
|
_ |
[I5_N(PTurnWaling)y ) | GEN{evSRet o
|
|
|
|

|

GEN(evPIVGo);
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tm(PRIMARY_RED_TM)/ 4

el WattingForPTurn -
OUT_PORT(pPV}-=GEN(evGreen) WafingForsAed | WattingForPRed
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[elsey |
OUT_PORT(pPV-=GEN(e[Graen) b T
3 | U aYallow)
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! N
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} PG =

\

\

\

\

\

\

\

\

\

\

SCIAMEERAE =380
- PRIMARY_TURN]

mERMARY_GREEN_TI)/ |
GreenRed OUT_PORT(pPW}-=GE Nigvvelow )
PTurnNoWait

PTurnRed

|

| 3 evCarArrived(params-=laneD
|avefvciear | == PRISARY_TURN]
|

|

evPVGo/
OUT_PORT(pPtV)->CEN(evGreen);

PTurnGreen

PTurnWating

\
\
3 \
\

tm({PRIMARY_GREEN_TM)/

OUT_PORT(pPV)->GEN(evellow): o pAARY TOREEN T

OUT_PORT(RPIV)->CEN(ev Yelbw);

STurnNoWait

b tvciear evCarArried]params->laneiD|

PR N EETE R |

A D T
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&

SSTDOW]S IN[SPEaWEINY
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Scenario Driven Use Case Construction / Validation

03 ,
Add Traceability Links
Define Use-Case System Context Perform Review
[more regs] [else]

Nanocycle development of

\ use case performs this cycle
in iterations lasting 20-60

7 ~

The Harmony
Nanocycle defines a
short work product
development cycle,
20-60 minutes in

Making it Agile \_ duration

Loop

Loop
Conceptualize requirement aspect
Incrementally augment model
. A Verify

Repeat until all requirements added
<1hr Repeatforall use cases

32 Internet Things © 2018 IBM Corporation
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Verify and Validate Functional Requirements
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Exploring Requirements — Then vs Now

| i | 125% T,
Insp.
Pause

AleiTm Sats
Lowr Vg Lowr Oy High g

v‘riml.:- Rate ‘:rE {L/min) ﬂg %]

i echanical Inspiratory
Vantilation Tidal Vaolurms inspiratasy Flaw Frl'-lnlfl'.l Limit

On ang  F i &0
. - ’ '-.‘. e,
r w Fa
@ o -._"' o s, R S ! ,...-..i"

m '-II £ -r'u, _..'- 1 -'u__ __n." ,|' "*‘ -____-_ "__.-"
St i <\‘ J . I
- . T i
E] ; s = o Lmin Y. oo
Apren alarm is disabded wi st Vo <300 mL

and Mechanical Ventilation is off pCal =— 11011 —J

Questions

What happens if the user turns the V, knob and then
turns the Rate knob before pushing in to confirm?

How to | abort a V, change once started?

What happens if the user tries to set the V, to 1500 and
the system is configured for neonates?

33 InternetoiThings

» The system shall set V, in the
range of 50 to 1500 ml

= The user shall push in the knob
to confirm the V, before the
value becomes active

= While monitoring, the system
will display measured V, output

= Respiration Rate shall be set in
the range of 2 — 100 b/m

» The user shall push in the Rate
knob to confirm the Rate value
before it becomes active

= Neonate mode shall support V;
from 50 to 500 ml

© 2018 IBM Corporation



| a ||
lIn
i
T
@
4
.
&
AY

IBM Analytics

The Traditional Option

= Search through the (hundreds to thousands of) requirements to find the
one that answers the question

= Once you've determined that it isn’t in the spec, go back to the stakeholder(s) and ask then
what you should do

= Or make up something that seems reasonable

34 Internet Things © 2018 IBM Corporation
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Executable Requirements Models

Benefits
« Ability to explore and evaluate
requirements
* Improve ability to identify requirement
defects:
* Missing requirements e

* Incomplete requirements )

U . Ventilate the

« Conflicting requirements Patient

* Provides facilities to do “what about

this ...?” analysis
Set Ventilation
@
Metrics

* Reliably results in better
35 Internet Things © 2018 IBM Corporation

Gas Supply

requirements

Anesthesilogist

I

Patient




IBM Analytics

-
~

| a ||
l||"|
i
lIn
ual
T
@
@
\

The Modeling Option

State machine for use case Set Ventilator Parameters
Message from actor System function

4 Idle &

\

[gdisplayAIIParams(); applyParams();

\

Message to actor

ViKnobTurn/tempVt = getVtKnobPos();

/ .

SettingVt

P

N

ViKnobPress/ Vt = tempVt;

RateKnobTurn/
tempRate = getRateKnobPos();

SettingRate

RateKnobPress/ Rate = tempRate;

SettingInspFlow

InspFlowKnobTurn/
tempIF = getInspKnobPos();

InspFlowKnobPress/
InspFlow = tempIF;

InspPressureKnobPress/

AR S .

SettingInspPressureLimit

templIPL= getInspPressureKnobPos();

-

InspPressureKnobTurn/
InspPressurelimit = templIPL;

B

ViKnobTurn/
tempVt = getViKnobPos();

RateKnobTurn/
tempRate = getRateKnobPos();

InspFlowKnobTurn/
templIF = getInspKnobPaos();

InspPressureKnobPress/
templIPL= getInspPressureKnobPos();

Note that this state machine is a precise specification of requirements, and not design
36 InternetoiThings
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Running the Requirements Model

dy Developer for C++ - Ventilator.rpy

‘Layout Tools Window Help

@i €% 2R x ||«

o e

[ 8 » |IE 5

| Current state

R R

3 @b Default:sequencediagram_3

TE do | DM

| T Tahoma 8 Z B

-8 DEEE EaYy 0088y %8| like

: Animated sequencediagram 3 *

(= &]=]

Anesthesiologist I ucSetParameters |
:Anesthesiologist :ucSetParameters ‘
/ SettingValues

Idle

di%avAllParamsO
_apflﬁvaramso

Use case

N
i
i
i
i
i
i
i
i
i
i

Behaviors
executed

Animated Sequence diagram

automagically generated from the

‘ = @N% Statechart of : ucSetParameters - ucSetParameters

| \ l State machine for use case Set Ventilator Parameters

A Idle (ca

VitknobTurn/tempVt = getVtknobPos();
gdisplayAIIParamso; applyParams(); /temp g 0;

-

™ ViKnobPress/ Vt = tempVt;

RateKnobTurn/
tempRate = getRateKnobPos();

SettingVt

VitKnobTurn/
_ | tempVt = getVtknobPos();

SettingRate

RateKnobPress/ Rate = tempRate;

InspFlowKnobTurn/
tempIF = getInspKnobPos();

RateKnobTurn/
tempRate = getRateknobP

InspFlowKnobPress/
InspFlow = templF;

InspPressurekKnobPress/
templIPL = getInspPressureKnobPos();

SettingInspFlow

|

| InspFlowKnobTurn/
|~ | tempIF = getinspKnobPos(;

SettingInspPressureLimit

InspPressurekKnobTurn/
InspPressureLimit = tempIPL;

J InspPressureKnobTurn/ |
t<—! tempIPL= getInspPressure|

Animated state diagram shows

the state machine execution

m

»

For Help, press F1

Labels Off Fri, 6, Feb 2015 1:43 PM
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Running the Requirements Model

@ IBM Rational Rhapsody Developer for C++ - Ventilator.rpy

File Edit View Code Layout Tools
li %
LT

Window Help

SHARMELSi|€9 9EE X

|® & @& & o

e atrE33.%8

- m I e = =l:=8= [
H)| O Wyl ! B%& P |=] ] EB[DefadlCmWIent leéaulCorﬁg v] “JJCJ @) Defautt::Anesthesiologist:statechart _1 | A “io e | o °| Tl 4
|EErE e Tt s TEEMI [amme -3 -JzBE==:ALb]|
— -
1}l Sequence Diagf Ani d seq diagram 3 * %, Statechart of : ucSetParameters - ucSetParameters o |[@] =
‘Anesthesiologist | ucSetParameters | -
& State machine for use case Set Ventilator Parameters
:Anesthesiologist :ucSetParameters |z
[ Ide 8 SettingVt
1 VtKnobTurn/tempVt = getVtknobPos();
| y | (& displayAllParams(); applyParams(; SV = Aol ﬂ VtKnobTurn/
/ Settingvalues ', e - | tempVt = getVtknobPos();
| [ ~ ViknobPress/ Vt = tempVt; | 33
[
| RateKnobTurn/ SettingRate
Ide tempRate = getRateKnobPos(); &
3 = RateKnobTurn/
2 - | tempRate = getRateKnobP,
/ ~  RateKnobPress/Rate = tempRate; ]
| di layAllParams() E
! InspFlowKnobTurn/ Sctting ]
E arams() tempIF = getInspKnobPos(); < InspFlowKnobTurn/
~ | templF = getInspKnobPos(|
- =
~ InspFlowKnobPress/
[ InspFlow = templF;
[ InspPressureKnobPress/ SettingInspPressureLimit
[ " templIPL= getInspPressurekKnobPos(); InspPressireKnobTurti/
ooy | Al ;| templIPL= getInspPressurek
<\
‘;‘l InspPressureKnobTurn/ £ §
e InspPressureLimit = tempIPL;
SettingVt

Anesthesiologist turns the V, knob

< m

3

For Help, press F1

Labels Off Fri, 6, Feb 2015 1:44 PM
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IBM Analytics

Running the Requirements Model

(3 IBM Rational Rhapsody Developer for C++ - Ventilator.rpy e

P!

File Edit View Code Layout Tools Window Help
tsEltmas@ilew saGE x| |[RQEa0BR W - | &||E@Lif 0%WEE23.%8 |
PO > rwm! m%er @[ m o | o (odatComponen | DefautContig 7] [ # ot nesnesiogs stecnat I =

Ej%?&?@l‘;-ﬁﬂlt.i.fllﬁZl-{é] s AL

By 0008+ %0l ke

1 ‘”’&Tahoma .8 -z B E

{1 Sequence Diagram: Animated sequencediagram_3 *
‘Anesthesiologist I ucSetParameters I

~~
3, Statechart of : ucSetParameters - ucSetParameters [S[&]=]

= State machine for use case Set Ventilator Parameters

:Anesthesiologist wucSetParameters N
& Idle ) SettingVt
— | VtKnobTurn/tempVt = getVtknobPos();

T (ZdisplayAllParams(); applyParams(); S VtknobTurn/

SettingValues \ = i tempVt = getVtknobPos();
™~ ViKnobPress/ Vt = tempVt;

—_—t RateKnobTurn/ SettingRate ‘ ﬂ
i 1dle tempRate = getRateKnobPos(); d
5 RateKnobTurn/
\ & . | tempRate = getRateknobP)
— RateKnobPress/Rate = tempRate; <

m

| d'%ayAllParamsO - /

InspFlowKnobTurn/ Seting W

| applyParams() templIF = getInspKnobPos(); InspFlowKnobTurn/
| . = ~ | templF = getinspKnobPos(

i3 InspFlowKnobPress/
InspFlow = templF;

\
\
\
\
\
\
\
[

VtKnobTurn(n = 89)

| SettingValues ' i imi
& selngvares, X — InspPressureknobPress/ / SettingInspPressureLimit
~— ~ L tempIPL= getInspPressurekKnobPos(); y 4 I S
"~ 5 y | tempIPL= getinspPressurek
InspPressureKnobTurn/ <

InspPressureLimit = tempIPL;
SettingVt

\
|
\
| viknobTurn(n = 1415737198) i

< | m

»

For Help, press F1 Labels Off Fri, 6, Feb 2015 1:44 PM
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Running the Requirements Model

@ IBM Rational Rhapsody Developer for C++ - Ventilator.rpy

File Edit View Code Layout Tools Window Help

DSH«MAL@i|lew| saEx||as

faEoRRw -|&||@Fenir0LPrE%3.%8 |

PO YWy 0 ! H%BSF-+F

|ls ® » 113 8 [DefoutComponent + | DefautCorfig

v] M([‘j @ befault::ihesthesiologist::statechart_l

A al=EE A T T Y -,

DLEHEMI HJ TTahoma - |8

)

|
]
J;

|58 B @ 1| 75 o uflm. & 7

I~
[|:[| Seq e Diag i d seq di gram_3 * % Statechart of : ucSetParameters - ucSetParameters |E| ﬂ‘l£
‘Anesthesiologist | ucSetParameters i
\ / G ‘ - . y
‘ e a State machine for use case Set Ventilator Parameters
| /' settngvt 4 :
| { Idie @ SettingVt
‘ ‘ @displayAllParamsO; applyParamsQ; VtKnobTurn/tempVt = getVtknobPos(); \, VAKGObTLEG
Ll/p(nobTurn(n = 1415737198) ‘ \ eV e - tempVt = getVtknobPos();
SettingValues ‘ =
{ ‘ RateKnobTurn/ SettingRate
1\ { S tempRate = getRateKnobPos(); &
R L ‘ ] RateKnobTurn/
i o | tempRate = getRateKnobP
‘ :"'{ ~  RateKnobPress/Rate = tempRate; 1< pRalel ceta
‘ : SettingVt =
‘ : InspFlowKnobTurn/ Selioisption
‘ ‘ templF = getInspKnobPos(); 4 :| InspFlowKnobTurn/
rgateKnobTum(n =0) ‘ » \ tempIF = getlnspknobPos(
P [ - ~ InspFlowKnobPress/
i SetﬁngValuesj\ 2 ‘ InspFlow = templF;
i T ‘ InspPressureKnobPress/ SettingInspPressureLimit
‘ oy ‘ B templIPL= getInspPressurekKnobPos();
! e ] InspPressureKnobTurn/
‘ "‘ 4 i templIPL = getInspPressurek|
‘ ‘ InspPressureK_nquum/ 4 L
InspPressureLimit = tempIPL;
\ |
\
\ \ m
\ \ . .
| | Anesthesiologist turns the Rate knob
| | ithout confirming — th tisi d
| | witnout contirming e eventis ignore
\ \
\ \
\ \ %
< 0 »
For Help, press F1

Labels Off Fri, 6, Feb 2015 1:45 PM
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Running the Requirements Model

@ IBM Rational Rhapsody Developer for C++ - Ventilator.rpy

File Edit View Code Layout Tools Window Help

DERI«MALSi|¢W| 2AMGE X

QEOMER o | 8[| n i 0% ER 5% 8

21 InternetoiThings

I |
J>I Qe )yl ! ®%BHF =G Jj._; & |1} 8 [DefautComponent ~ | DefautCorfig - M(‘; @) Default:Anesthesiologist::statechart 1 - “ | 2 ng TN RN S R B 4
[P e Tt d | DEHEMEI [[ame -8 -JzBE=s=EALS ]
111l Sequence Diag i d seq diagram 3 * %, Statechart of : ucSetParameters - ucSetParameters [ola][=
:Anesthesiologist | ucSetParameters £
‘ e \ 3 State machine for use case Set Ventilator Parameters
| e
/' settingvt 4
‘ { Idle (cq SettingVt
‘ ‘ @disp!ayAlIParamsO; applyParamsQ; VtKnobTurn/tempVt = getVtknobPos(); d VAKGObTLEG
| ViknobTurn(n = 1415737198) | _- | tempVt = getVtknobPos();
P VtknobPress/ Vt = tempVt; =7
SettingValues ‘ —
; ‘ RateKnobTurn/ SettingRate
i / s tempRate = getRateKnobPos(); &
— ‘ » — RateKnobTurn/
TGN = - | tempRate = getRateKnobP)
‘ ”"{ ~  RateKnobPress/Rate = tempRate; |
‘ SettingVt =
‘ InspFlowKnobTurn/ Sctting ]
‘ tempIF = getInspKnobPos(); < ] InspFlowKnobTurn/
rgateKnobTum(n =0) - \ tempIF = getInspKnobPos(|
P [ N InspFlowKnobPress/
| Settingvalues - sy EDE il
T~ InspPressureKnobPress/ SettingInspPressureLimit
‘ o L templIPL= getInspPressurekKnobPos(); J InspPressireKnobTurti/
i < <1 tempIPL= getInspPressureK
‘nyNtKnobPresso InspPressureKnobTurn/ £
L it .
/ Settingvalues ' InspPressureLimit = templIPL;
‘ di%ayAllParamsO
‘ aj arams()
\ \
‘ . . . .
. Anesth logist push the V, knob :
T— nestnesliologIist pusnes In the vV, KNo
or Help, press

Labels Off Fri, 6, Feb 2015 1:45 PM
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Logical Data and Flow Schema Modeling

» A logical data schema identifies the logical properties of important data elements and types
and the relations among such data elements and their metadata

= Although the name is “data schema” it includes physical, materiel, and energy flows
specification as well

I Scalar Measur
H absoluteError.double
Type: SpeedType in ucAreaSearchPkg ¥ 3 i relativeE rrordouble
: : : _[> = whenMeasured:DateTimeType
[Genetal [ Description [ Declaration ] Relauons‘ Tags LM i fidelity:double
Sqmp B accuracydouble
= i accuracyOfimeStamp:double
= ucAreaSearchPkg = value double
=| ICDType Base for measurement data
AllowableSubrange 0..2000
MaximumFidelty 1 mph
MinimumFidelty 0.1 mph
PhysicalRepresentation 32 bit signed integer
SDBCQCOmeeXftY ‘ 32 bltS RolData PitchData gInformationElements
Untts mph - YawData
= rol-Angle = pitch:Ange
i yaw:Angle
Roll is measured in . - - -
Quick Add degrees from parallel Pitch is measuredin | | ¥ awis measuredin
to earth surface. degrees from parallel | | degrees from the
Name: Value: Add to earth surface direction of the force
vector running through
the length of the aircraft
Locate oK

22 Interné€




IBM Analytics

Specifying System Architecture

o

ldentify Subsystems

3

Allocate System Reguirements
to Subsystems

SNE,

5 L Lo Lo L3

Allocate Use Cases to Create/Update Logical = Create/Update Subsystem Develop Control Laws Update Dependability
Subsystems Data Schema Requirements Analysis

©

Ca @

Perform Review

43 Internet Things © 2018 IBM Corporation
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Architecture: System Context

bdd [Padkage] ArchDesign [ACES Context]

<interfaceBlock» 1 itsPilotDisplay:PilotDisplay
DisplayIB
Vales
Opeations
o displayACES._State(state:OpState):woid
—

E displayAlarm{alarmCode:long):void

CES:DisplaylB «proxy»
E displayHydraulicPress(pressure.float):void pA isplay

pDisplay:~DisplaylB «proxy»

1 itsAttitudeControl:AttitudeManagemer 1 H sinterfaceBlock»
ACESControllB
Values
«proxy»
PACES:~ACESControlB [ || pAttitude:ACESControlis
«proxy»
Qperatons
& dsabief):void
& enablefsvoid
E GetACESAlarmCode() long
1 itsAircraftPower:AircraftPower E GetACES ControlPog ):ACES ControlSet
& getacesstatus):0pState
cproxy» & performarry e TYPE
pACES:PowerB | || | PPower:~PowerIB &l reenable():void
«proxy» El stacescontrolPos(contralSet:ACES ControlSet)v...
winterfaceBlock> «Block=>
PowerlB Powerset
Valves B Valves

E lowProperty» dternator:Powerset | TTTeeey E «flowProperty» aurrent:Ampere

E «flow Property» APU:PowerSet E isActive:bool

E «flowProperty» battery:PowerSet E «flowProperty» voltage:Volt

Ope@tions
E setPowerSource(PS.POWER_SOURCE_TYPE:void

44 Internet Things © 2018 IBM Corporation
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Architecture Structure 2

Bf:l SubsysternViews

=3 Block Definition Diagrams
----- 2% ACES Context

----- 23 ACES Scope

----- 23 Surface Controller Types

AttitudeManagement
PilotDisplay
AircraftPower
Surface
MeotorizedHydraulicValve
Timer
AngularPositionSensor
Motor
LinearPositionSensor
HydraulicSystemn
~[CJ) Maintainer
i Comments
H- &—L connectors
0 Data Types
=
=
B

fru I e I o W

Events
Packages
f:l ACESDecompositionPkg
B0 Packages
f:l AngledControlSurfaceControlUnitWithTrimPlkg
f:l RetractableControlSurfaceUnitPkg
f:l AngledControlSurfaceControlUnitMeTrimPhkg
£ ACES_HydraulicsPkg
f:l ACES_ManagementPkg
-5 ACES_PowerPkg
M- Parts

'T"

ss InternetoiThings

bdd [Package] SubsystemViews [ACES Scope]

«Block, Subsystems
ACES_Hydraulics

wBlock, Subsystems i Dé'

Retr ontrolSur

«Block, Subsysteme "%
AngledControlSurfaceControlUnitHoTrim

itsLeftLeadingEdgeFlaps
itsRightleadingEdgeFlaps 4.
CACES s itsLeftl eadingEdgeSlats ;.
itsRightLeadingEdgeSlats ;.
wBlocke
ACES
| 1
tude: ACES et
pAttitude: ControllB itsLeftGroundSpoiler
1
pHydraulic: ~HydrauliclB hl itsRightFlightSpoiler
. 1
pDisplay: ~DisplaylB l itsLeftFlightSpoiler
. 1
pPower[3]:~FowerlB itsRightGroundSpailer
pMaintenance: ~MaintenancelB

itsACES_Power

«Block, Subsystem=
ACES_Power

itsACES_Management
«Block, Subsystems Dé’
ACES

itsLeftElevator 1

AngledControlSurfaceControlUnitWithTrim

itsLeftinboardAileron 1

itsUpperRudder .

itsLowerRudder 1

itsRightElevastor

itsRightInboardAileron

itsLeftInboardWingFlap

i
1
itsLeftOutboardaAileron 1.
i
1

itsRightInboardWingFlap

itsLeftOutboardWingFlap

-

itsRightOutboaredWingFlap

-
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. . . .
Showing the physical messaging details for an ICD*
MName in cls -t| Name in Attr A | Classflier in Attr A | MName in tags - ‘ Value in tags
E CBP_Hydraulic Status E status E Hydraulic Status
E CBP_Move E position <» double &= Numer_Of_Bytes =T
= |CD tables can be constructed Sl e et  Scepe
. Q CBP_Maove E position <» double = Format 3 4 byte |EEE floating point format
auto m atl Cal Iy fro m m Od e I d ata ECBP_MDVE E position < double 4 Usage 423 Commanded postion
. E CBP_MoveDone E surface|D <» Suface|DType 4 Numer_Of_Bytes ian
. E CBP_MoveDone E time Used < Interval_In_MS =1 Usage 4= Duration of movement time in ms
H e re We Se e CO I u m n S . ECEP_aneDnne E time Used < Interval_ln_MS %= Starting_Byte_Number 4215
E CBP_MoveDone E posAchieved <» double =1 Format 4 4byte |EEE floating point format
E CBP_MoveDone E poshchieved < double 4 Numer_Of_Bytes =11
-_ M e SS a_g e n a m e Q CBP_MoveDone E posAchieved <» double il Usage 43 The measured posttion achieved in movement
E CBP_MoveDone E poshchieved < double 4 Starting_Byte_Number %31
. E CBP_MoveDone E posAchieved » double = Endianism i=iBia
—_— M essag e CO nte nt fl e I d ECBP,MoveDone E time Used < Interval_In_MS &= Numer_Of_Bytes =T
E CBP_MoveDone E surface|D < Suface|DType = Endianism i=Bia
. E CBP_MoveDone E surfacelD <» Surface|DType =1 Starting_Byts_Number =10
—_— C o n te nt fl e I d typ e E CBP_MoveDone E surface|D < Suface|DType 4 Usage 431D of the referenced control suface
QCBP_MoveDone E time Used < Interval_ln_MS = Endianism i=iBig
. E]CBP_PowerSource = powerSource <» POWERSOURCE_TYPE
— Content field metadata EJCBP _Powerstarus ] stus K Powerstatus
ECBP,ReuonEmr E when E'ﬂmeDme,Typa
5l cBP_ReportError = emorType <» ERROR_TYPE
Val u e y S u C h aS QCBP_HeuonEmr E surfacelD <» Suface|DType
E CBP_ReguestConfiguration E surface|D < Suface|DType
QCBP_HeuuemSWStatus E surfacelD <» Suface|DType
hd R a.n g e E CBP_State E statelD <» SystemOperationalState %=1 Endianism i=Big
E CBP_SurfaceCorfiguration E lowPos » double %=1 Starting_Byte_Number %210
E CBP_SurfaceCorfiguration E lowPos <» double i Usage 4= spec for low movement range end point. Starting_Byte is relative to start of contents.
hd F O r m at E CBP_SurfaceCorfiguration E lowPos » double = Endianism i=Bia
Q CBP_SurfaceConfiguration E lowTrimPos <» double = Starting_Byte_Number 418
E CBP_SurfaceConfiguration E lowTrimPos < double 4 Usage 41 Spec for low end of Trim range. Number of BYtes is relative to start of cortents
i AC C u racy |2 cBP_surfaceCorfiguration = lowTrimPos <» double 4 Format 43 4 byte |EEE floating point format
E]ceP_surfaceCorfiguration | = lowTrimPos <> doublg %= Endianism i=Big
. - ECEP_SurfaceCnrdigumhnn E lowTrimPos » double %= Numer_Of_Bytes i
o F I d e I Ity £ ceP_surfaceCorfiguration | = highPos <> doublg &= Numer_Of_Bytes =3
E CBP_SurfaceCorfiguration E surface|D < Suface|DType 4 Endianism iciBig
. . Q CBP_SurfaceCorfiguration E surfacelD <» Suface|DType = Numer_Of_Bytes =l
° TI m I n g ECBP_SurfaceCurrfigumhun E surface|D < Suface|DType %1 Starting_Byte_Number #=122
QCBP_SurfaceEnrdlgurat\nn E surface|D <» Surface|DType il Usage 431d of the suface this configuration refers to. Number of BYtes is relative to start of contents
E]ceP_surfaceCorfiguration | = highExtPos <> doublg % Starting_Byte_Number %120
° A E CBP_SurfaceCorfiguration E highExt Pos » double %= Numer_Of_Bytes i
E CBP_SurfaceCorfiguration E lowPos <» double %= Format 4 4-byte |EEE floating point format
E CBP_SurfaceConfiguration E highExt Pos < double 4 Usage 43 Spec for high end of extension range. Number of B'tes is relative to start of conterts.
Q CBP_SurfaceCorfiguration E highExtPas <» double = Endianism i=iBig
ECBP_SurfaceCurrfigumhun E highExt Pos < double 4 Format 43 4byte |EEE floating point format
ECBP_SurfaceEnrdlgumt\nn E lowPos < double 4 Numer_Of_Bytes =T
ECBP,SurfaceCordigumt\on E lowExt Pos <» double % Starting_Byte_Number %116
ECEP_SurfaceCnrdigumhnn E lowExt Pos » double = Format = 4byte IEEE floating point format
E CBP_SurfaceConfiguration E lowExdPos <» double =1 Usage %231 Spec for low end of extension range. Mumber of B'tes is relative to start of conterts.
ECBP_SurfaceCurrfigumhun E lowExdPos < double 4 Numer_Of_Bytes =11
ECBP_SurfaceCordlgurat\on E lowExdPos <» double = Endianism i=iBig
E CBP_SurfaceConfiguration E highTrimPos < double 4= Endianism iciBig
E CBP_SurfaceCorfiguration E highTrimPos » double =l Usage =3 Spec for high end of tim range. Number of BYtes is refative to start of cortents
E CBP_SurfaceCorfiguration E highTrimPos <» double %= Format 4 4-byte |EEE floating point format
* |nte rface Co ntrol DOCU ment ECEP_SurfaceCnrdigumhnn E highTrimPos » double %= Numer_Of_Bytes i
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Download the New Harmony aMBSE Deskbook for Free

Harmony aMBSE Deskbook Version 1.00
Agile Model-Based Systems Engineering Best Practices with IBM Rhapsody

Bruce Powel Douglass, Ph.D.
Chief Evangelist

Global Technology Ambassador
IBM Internet of Things

Black Edition:
Rhapsody Only

ruce douglass@us. ibm.col

© Copyright IBM Corporation 2017. Al Rights Reserved Harmony aMBSE Deskbook 1

MODELS

HARMONY AMBSE DESKBOOK

HARMONY AMBSE DESKBOOK

Overview

TIPS'N TRECKS

In this section you will find
useful tutorials and
demonstrations.

From my good friend Dr. Bruce Powel Douglass - the latest and greatest Harmony aMBSE Deskbook and

sample models

fer to the following extra resourc

merlinscave.info/Merlins_Cave/Tutorials/Entries/2017/9/13 Harmony aMBSE_Deskbook.html
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Other Free Stuff

merlinscave.info/Merlins_Cave/Models/Entries/2
018/1/8 Handoff Profile.html

In this section you will find
sample models that illustrate
various concepts in Rhapsody.
Each model has a required
Rhapsody version - please
check the version you have
before downloading.

JANUARY 2017
HANDOFF PROFILE

Mo

A Handoff Profile to be used in conjunction with the new Harmony aMBSE Deskbook

Download the profile here: HandoffProfile.zip

ss InternetoiThings

In this section you will find
sample models that illustrate
various concepts in Rhapsody.
Each model has a required
Rhapsody version - please
check the version you have
before downloading.

JANUARY 2017

DEPENDABILITY ANALYSIS PROFILE

Model Details:

The Security Analysis and Fault Tree Analysis Profiles have now been merged into a single profile -
the Dependability Analysis Profile. Thanks to Graham Bleakley for his hard work in combining and
deaning up the profiles.

Download the profile here (requires 8.2): Dependability_Instal

Download the 8.1.5 version of the profile here: Dependabi

merlinscave.info/Merlins_Cave/Models/Entries/2017/
3/3_Dependability Analysis_Profile.html
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